
the definition of creditor. Defer-

ring payment for goods or ser-

vices may be key to falling un-

der the creditor definition.  

Affected creditors are those 

who use consumer accounts 

permitting multiple payments 

or any account with a foresee-

able risk of identity theft.  

The FTC has created guidelines 

for Red Flags compliance at 

www.ftc.gov/redflagsrule.  

(“FAQs”) concerning the rule. In 

the FAQs, the FTC states the 

“Red Flags” rule applies to 

“creditors,” which includes 

“any entity that directly or indi-

rectly holds a ‘transaction ac-

count’ belonging to a cus-

tomer.” The FTC acknowledges 

the definition of “creditor” is 

broad. Health care providers, 

lawyers, utilities, and telecom-

munications companies, ac-

cording to the FTC, may fall in 

GINA ‘s employer laws: GINA ‘s employer laws: GINA ‘s employer laws: GINA ‘s employer laws: Effective 

Nov. 2009, proposed guidelines 

have been issued for GINA.      

New HITECH regulations: New HITECH regulations: New HITECH regulations: New HITECH regulations: DHHS 

released guidelines defining 

when a HITECH breach occurs. 

DOL guidance on right to organ-DOL guidance on right to organ-DOL guidance on right to organ-DOL guidance on right to organ-

izeizeizeize: After Pres. Obama issued 

an executive order requiring 

employee notice of right to or-

ganize, the DOL has issued 

guidance on proper notice.  

Please feel free to contact us 

with questions you may have 

concerning this issue’s topics. 

Summer is coming to a close, 

but the vacation season has 

not included a break in issues 

for employers. This newsletter’s 

topics include: 

Red Flags Rule delayed again Red Flags Rule delayed again Red Flags Rule delayed again Red Flags Rule delayed again : 

Nov. 1 is the new effective date 

for the Red Flags Rule, which 

may require anti-identify theft 

programs for employee plans.  

Corporate wellness program: Corporate wellness program: Corporate wellness program: Corporate wellness program: 

Examine how to appropriately 

cut health care costs with a 

corporate wellness program.  

Reductions in force and ADEA Reductions in force and ADEA Reductions in force and ADEA Reductions in force and ADEA 

waiverswaiverswaiverswaivers: EEOC issues new guid-

ance on discrimination waivers.  

EEEE----Verify upheld: Verify upheld: Verify upheld: Verify upheld: A court recently 

upheld E-Verify and federal 

contractors should be prepared 

to comply with requirements. 

Generic prescriptions limiting Generic prescriptions limiting Generic prescriptions limiting Generic prescriptions limiting 

plan costs: plan costs: plan costs: plan costs: Sharing prescription 

costs encourages use of ge-

neric prescriptions. 

Furloughs as layoff alternative: Furloughs as layoff alternative: Furloughs as layoff alternative: Furloughs as layoff alternative: 

Employers are increasingly us-

ing furloughs instead of layoffs.  

Employee handbook updates: Employee handbook updates: Employee handbook updates: Employee handbook updates: 

FMLA and ADA updates must 

be added to your handbook.  

FMLA and physician notes: FMLA and physician notes: FMLA and physician notes: FMLA and physician notes: A 

court establishes a reasonable 

time to produce physician notes 

for intermittent FMLA leave.      

Health care reformHealth care reformHealth care reformHealth care reform: Proposed 

reform could affect employers. 

I N  T H I S  I S S U E   

R E D  F L A G S  R U L E  D E L A Y E D  A G A I N  

The anti-identify theft “Red 

Flags” Rule has been delayed 

again by the Federal Trade 

Commission (“FTC”) until Nov. 

1, 2009. The rule’s require-

ment for “creditors” to institute 

formal anti-identify theft pro-

grams may extend to employee 

plans, particularly plans with 

features such as loans, health 

FSAs, DCAPs and/or HRAs. 

The FTC recently issued Fre-

quently Asked Questions 
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Corporate wellness programs have grown in 

popularity as employers look to glean the 

benefits of healthy employees: greater produc-

tivity, fewer sick days, less leaves of absence, 

and a lower price tag for health insurance.  

Corporate wellness programs can pose liabili-

ties to an employer if not implemented appro-

priately. Employees can claim discrimination 

and invasion of privacy. Violations of privacy 

claims arise from wellness programs initiatives 

seeking to control behavior affecting employee 

health outside of the workplace and after 

hours. The nondiscrimination requirement of 

the Health Insurance Portability and Account-

ability Act (“HIPAA”) can also pose a problem 

for employers operating employee wellness 

programs. 

Despite the potential drawbacks of operating a 

corporate wellness program, a properly con-

ducted program can maximize the potential 

benefits to the health of your employees and 

your bottom line, all while avoiding the pitfalls 

of liability and privacy violation claims. 

HIPAA nondiscrimination requirements require  

that all “bona fide wellness programs” must 

offer participation to all similarly situated indi-

viduals. If the corporate wellness program 

does not offer any reward, the program will not 

violate HIPAA nondiscrimination requirements. 

If none of the conditions for achieving a reward 

under the wellness program are based on a 

participant satisfying  a standard related to a 

health factor, the program will not violate HI-

PAA nondiscrimination requirements. Exam-

ples of such programs include a program 

which reimburses participant employees for 

the costs of participation in smoking cessation 

programs (without condition employee quits 

smoking in order to be reimbursed), or a pro-

gram giving rewards to participant employees 

that attend regular health education seminars. 

However, if a program does condition the re-

ceipt of a reward by achieving a health-related 

standard, HIPAA requires the program meet 

five specific requirements. Those requirements 

include: (1) the program’s design promotes 

health and prevents disease; (2) individuals 

eligible to participate are to be able to enroll in 

the program at least once a year; (3) there is 

availability and notice (in all program materi-

als) of a reasonable alternative achievement 

standard for employees that cannot comply 

with program terms due to a medical condi-

tion; (4) the reward is available to all similarly 

situated individuals; and, (5) any reward does 

not exceed twenty percent (20%) of the cost of 

employee-only coverage under the program. 

Complying with HIPAA’s nondiscrimination 

requirements does not guarantee wellness 

programs will avoid any claims of discrimina-

tion. The Equal Employment Opportunity Com-

mission (“EEOC”) generally will not find an 

Americans with Disability Act (“ADA”) violation 

for instituting a voluntary corporate wellness 

program, though a program punishing employ-

ees through higher insurance rates for lack of 

program participation may be “involuntary.” 

Use of medical examinations of employees 

may be limited by the ADA, even in the context 

of an employee wellness program. Health Risk 

Assessments (“HRAs”) are commonly used in 

wellness programs to acquire health informa-

tion of employees. The EEOC allows HRAs if the 

program is voluntary, but if the program re-

quires an HRA to complete the program, the 

EEOC may deem the HRA discriminatory.  

State and local laws prohibiting discrimination 

may also affect the design of a corporate well-

ness program. For example, weight-based dis-

crimination may be prohibited by local law.  

Employers implementing wellness programs 

should: (1) comply with HIPAA, (2) make re-

wards available to similarly situated employ-

ees, (3) use voluntary programs, (4) use incen-

tives instead of penalties, (5) ensure programs 

are voluntary, (6) use education as much as 

possible, and (7) keep all employee health 

information confidential. 

C O R P O R A T E  W E L L N E S S  P R O G R A M S  

“HIPAA’s 

nondiscrimination 

requirements can 

pose a problem 

for employers 

operating 

employee 

wellness 

programs” 
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For employers reducing their 

workforce, the Equal Employ-

ment Opportunity Commis-

sion (“EEOC”) recently pub-

lished assistance on how to 

properly obtain waivers of 

age and other discrimination 

claims. The guidance is found 

at www.eeoc.gov/policy/

docs/qanda_severance-

agreements.html. 

The Older Workers Benefit 

Protection Act (“OWBPA”) 

was passed as an amend-

ment to the Age Discrimina-

tion in Employment Act 

(“ADEA”) to protect older 

workers from discrimination 

in employee benefits. The 

OWBPA permits employee-

signed waivers to be sought 

to protect the employer 

against future age discrimi-

nation claims stemming from 

the termination, with some 

requirements.  

The OWBPA and the EEOC’s 

recently issued guidance 

outline several requirements 

for employers when an em-

ployer seeks a release of age 

discrimination claims from 

employees as part of any 

work force reduction. The 

waiver must be knowing, 

voluntary, and written in a 

manner calculated to be un-

derstood by an average em-

ployee.  

For the waiver to be knowing 

and voluntary, the OWBPA 

and EEOC guidance requires 

that: (1) the writing is clear 

and specific; (2) the em-

ployee has 45 days to sign if 

a group termination, and 21 

days to sign if an individual 

termination; (3) the employee 

is given consideration (i.e. 

something of value) over that 

to which the employee is 

already entitled to by law or 

contract in exchange for sign-

ing waiver; (4) the employer 

recommends the employee 

consult an attorney; (5) group 

information is given, if a 

group termination; (6) the 

employee has adequate time 

to consider the agreement 

before signing it; and (7) the 

employee has seven days to 

revoke waiver signature. 

The waiver must specifically 

waive claims arising from the 

ADEA, and only those claims 

arising before the date of the 

waiver signature.  

 Waivers cannot contain re-

strictions on filing EEOC 

charges or complaints, a 

wavier of claims arising after 

the wavier is signed, provi-

sions awarding costs and/or 

attorney’s fees in the event 

the employee files an ADEA 

suit, or cancel obligation un-

der a release.  

EEOC guidance confirms a 

waiver may not be induced by 

an employer’s improper con-

duct, including fraud, duress, 

or undue influence. 

tion Regulation (FAR) E-Verify 

clause awarded on and after 

Sept. 8 will be required to 

comply with E-Verify’s re-

quirements.  

Not only are new contracts 

awarded on or after Sept. 8 

affected, but existing indefi-

nite-delivery and/or quantity 

contracts extending for six 

months or more beyond Sept. 

8 should be modified to in-

clude a FAR E-Verify clause. 

A court recently upheld the 

implementation of E-Verify, a 

rule requiring federal contrac-

tors to verify electronically 

the employment eligibility of 

all persons hired during a 

contract term, and to confirm 

the employment eligibility of 

current employees. 

After several delays, the most 

recent effective date for E-

Verify was Sept. 8. Thus, con-

tracts with a Federal Acquisi-

There are some exemptions 

to E-Verify. Contracts that are 

for (1) less than $100,000, 

(2) work outside the U.S., (3) 

less than 120 days,  or (4)

only commercially available 

off-the-shelf items, are all 

exempted from E-Verify. 

Federal contractors and sub-

contracts should review I-9’s 

working under covered con-

tracts to comply with the new 

requirements. 

R E D U C T I O N S  I N  F O R C E  A N D  A D E A  W A I V E R S  

E - V E R I F Y  R U L E  U P H E L D  B Y  C O U R T  

“The EEOC 

recently  

published 

assistance 

concerning how 

to obtain 

waivers of age 

and other 

discrimination 

claims“ 

Page 3 V O L U M E  1 ,  I S S U E  4  



U S I N G  G E N E R I C  P R E S C R I P T I O N S  T O  C O N T R O L  P L A N  

E X P E N S E S   

Plan sponsors are increasing their use of em-

ployee prescription cost sharing as a strategy 

to cut health plan costs. Sharing the cost of  

prescription drugs provides employees with an 

incentive to evaluate drug cost when choosing 

among similar drugs: generic versus brand-

name drugs, older drugs versus newer drugs, 

and over-the-counter versus prescription 

drugs.  

According to a prescription drug benefit survey 

of over 140 U.S. companies of different sizes 

and industries published in July 2009 by Buck 

Consultants, seventy-six percent (76%) of the 

responding employers used prescription drug 

cost sharing with their employees, compared 

to fifty-one percent (51%) of responding em-

ployers the previous year. The most common 

target cost sharing range is 11 percent to 20 

percent of claim costs (used by 39 percent of 

respondents). 

Nearly all employers surveyed provided pre-

scription drug benefits in their coverage. For 

2009, the average costs of prescription drug 

benefits varied between eleven (11) and fif-

teen (15) percent of total plan health care 

costs, a considerable drop from last year’s 

figures, which varied between sixteen (16) and 

twenty (20) percent. This may be a result of 

the increase in prescription cost sharing with 

employees as a result of budget cuts. Buck 

Consultant’s findings also suggest that the 

reduction in cost in 2009 may result from an 

increased use in cheaper generic drugs. 

However, pushing use of generic drugs is not 

the only method employers should use to con-

tinue to reduce prescription drug costs to the 

plan.  

To further reduce health care costs, employers 

should educate employees about taking ad-

vantage of low-cost generic pricing offered by 

retail pharmacy chains. Employees should also 

be educated on how mail service pharmacies 

can be required to use the same low-cost ge-

neric pricing offered by retail pharmacies. 

While 76% of those surveyed took advantage 

of low-cost generic pricing at retail pharmacies, 

only 26% responded that they required mail 

service pharmacies to match retail pricing of 

generic prescriptions. 

Ultimately, plan sponsors should: (1) educate 

employees about the programs and alterna-

tives available to reduce their own (and ulti-

mately the employer’s) costs in purchasing 

prescriptions; (2) educate employees about 

disease management; and (3) educate em-

ployees about care management. 

Plan sponsors should also be aware that some 

brand-name drug prices could soon be af-

fected. Beginning September 26, 2009, over 

400 brand name drugs’ average wholesale 

prices will drop as a result of a class action 

lawsuit concerning two publishers of average 

whole sale price information. As a result, phar-

macy benefit managers will or are trying to 

change contract terms to create cost neutrality 

with plan sponsors before Sept. 26. Plan spon-

sors, in reviewing any proposed contract 

amendments, should carefully consider long-

term effects of those contracts and their ef-

fects on plan costs.  

“Seventy-six 

percent (76%) of 

the responding 

employers used 

employee cost 

sharing, compared 

to fifty-one 

percent (51%) of 

responding 

employers the 

previous year” 
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F U R L O U G H S  A S  A L T E R N A T I V E  T O  L A Y O F F S  

amount paid per month/per year and put the 

H-1B status of the employee at risk. 

Furlough’s affect on employee benefits. Furlough’s affect on employee benefits. Furlough’s affect on employee benefits. Furlough’s affect on employee benefits. The 

1,000 hours of service threshold required for 

employees to participate in 401(k) plans may 

be more difficult to meet in light of furloughs 

in 2009, and may require waiting until the 

next eligibility period to enroll. Hours of ser-

vice for pension plans may be affected simi-

larly, based upon hours of service require-

ments. Plan documents could be amended to 

ensure employees are credited for service 

during furlough periods. 

Plan loans, typically paid for through salary 

reductions, may be affected through fur-

loughs if the furlough leave is unpaid, requir-

ing employees to pay a check to avoid default 

of any plan loans. 

Furlough’s affect on employee health care. Furlough’s affect on employee health care. Furlough’s affect on employee health care. Furlough’s affect on employee health care. 

Reducing hours can affect qualification for 

employee’s coverage under an employer’s 

health care plan. Typically health care cover-

age is tied to the number of hours an em-

ployee works per week. Should a furlough 

result in an employee not meeting a required 

number of hours for coverage, COBRA notifi-

cation may be required. Plan coverage re-

quirements should be reviewed before fur-

loughing employees. Employers can modify 

plan documents and insurance contracts to 

cover employees working fewer hours.    

COBRA subsidy. COBRA subsidy. COBRA subsidy. COBRA subsidy. Employees losing insurance 

as a result of a furlough reduction of hours 

may be eligible for COBRA coverage but not 

the COBRA subsidy in effect through 2010. 

Should the employee be forced to quit as a 

result of a furlough, the COBRA subsidy may 

then be available.  

In light of furlough increases, the Department 

of Labor (“DOL”)  recently issued guidelines 

for employers, found at http://www.dol.gov/

esa/WHD/flsa/FurloughFAQ.pdf.  

Furloughs, a temporary but mandatory unpaid 

leave for employees, is being increasingly used 

by employers to reduce labor costs in the short 

term without terminating valued employees.  

According to a Hay Group poll, over one-third of 

organizations polled in May 2009 had a furlough 

policy or used temporary furloughs to cut costs. 

Restrictions on furlough increments. Restrictions on furlough increments. Restrictions on furlough increments. Restrictions on furlough increments. Exempt (i.e. 

salaried) employees can be furloughed only in 

week-long increments, while non-exempt employ-

ees may be permitted to use furlough time in 

one-day increments or blocks of time. Furlough-

ing of exempt employees is a complicated issue 

that may affect an employee’s exempt status, 

and an employment attorney should be con-

sulted before furloughing exempt employees. 

No work may be performed during furlough. No work may be performed during furlough. No work may be performed during furlough. No work may be performed during furlough. Em-

ployers must require furloughed exempt employ-

ees to not do any work during the furlough, in-

cluding use of any inter-company communication 

via voicemail or email. Employers should exam-

ine FLSA standards for rules applicable to fur-

loughing of non-exempt employees. 

Vacation hours during furloughVacation hours during furloughVacation hours during furloughVacation hours during furlough. Unless state or 

local law holds otherwise, companies may (1) 

prohibit use of vacation benefits during a fur-

lough to reduce costs, (2) require employees to 

use vacation benefits during a furlough, or (3) 

allow employees to choose whether they will use  

vacation benefits during a furlough. Employers 

should require pre-approval of all furlough days. 

FMLA eligibility may be affected.FMLA eligibility may be affected.FMLA eligibility may be affected.FMLA eligibility may be affected. An employee is 

eligible to be covered by FMLA if 1,250 hours are 

worked annually by an employee. Furlough hours 

may not be counted in determining the 1,250 

hours requirement for FMLA eligibility.  

HHHH----1B non1B non1B non1B non----immigrants cannot be furloughedimmigrants cannot be furloughedimmigrants cannot be furloughedimmigrants cannot be furloughed. 

Companies filing petitions to employ foreign na-

tionals as H-1B workers are required to assure 

the government that the worker will be paid a 

certain amount per month and per year. Fur-

loughing such an employee would reduce the 

“Over one-third 

of organizations 

polled in May 

2009 had a 

furlough policy 

or used 

temporary 

furloughs to cut 

costs” 
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The beginning of fall marks 

for many businesses the 

beginning of their busy sea-

son. Taking time to review 

your employee handbook 

prior to the start of the busy 

season may prevent potential 

problems. 

An effective employee hand-

book communicates com-

pany policies. The handbook 

is at best useless and at 

worst harmful if it fails to 

update policies contrary to 

federal and state law up-

dates. Updates to the em-

ployee handbook should be 

reflected in updated training 

given to managers and em-

ployees. 

Employers should consider 

cutting out potentially harm-

ful employee handbook poli-

cies. Harmful policies include 

those which the employer 

does not have the time or 

ability to enforce.   

In reviewing the effectiveness 

of your handbook, consider 

ensuring the following items 

are included: 

DisclaimerDisclaimerDisclaimerDisclaimer: Advise employees 

the handbook is not a con-

tract, that all employees are 

at-will, and that the employer 

can change benefits or termi-

nate employment at any 

time, for any reason. 

HarassmentHarassmentHarassmentHarassment: Include an anti-

harassment statement to 

minimize potential Title VII, 

ADA, and ADEA claims.  

Reasonable accommodationReasonable accommodationReasonable accommodationReasonable accommodation: 

Include process for request-

ing reasonable accommoda-

tions. 

PrivacyPrivacyPrivacyPrivacy: Include policies that 

explain where employees 

have expectations of privacy 

and where they do not, in 

accordance with federal and 

state law. Email and internet 

searches should be ad-

dressed. 

Cell phone useCell phone useCell phone useCell phone use: Policies con-

cerning cell phone use 

should be spelled out. 

Leaves of absenceLeaves of absenceLeaves of absenceLeaves of absence: Employ-

ers subject to FMLA must 

include a FMLA policy in their 

handbook, and should ad-

dress state law applicable to 

leave. 

Relevant state lawRelevant state lawRelevant state lawRelevant state law: As state 

law varies, including relevant 

state law is necessary. 

Federal law updates: Federal law updates: Federal law updates: Federal law updates: Signifi-

cant changes in both the ADA 

and the FMLA effective in 

2009 need to be reflected in 

an updated version of the 

employee handbook.  

E M P L O Y E E  H A N D B O O K :  T I M E  T O  U P D A T E  

F M L A  A N D  P H Y S I C I A N  N O T E S  

quired the employee be ter-

minated after a certain 

amount of points were ac-

crued. The system allowed 

points to be removed if FMLA 

absences were confirmed 

with a physician’s note. The 

employee was given notice by 

the employer she would be 

terminated within three days 

if no physician confirmation 

of at least some of her ab-

sences was given. The em-

ployee indicated she would 

not be able to get the physi-

cian notes within the three 

days and was terminated. 

The employee sued, claiming 

infringement of her FMLA 

rights by the employer. The 

court noted FMLA requires 

only that an employee pro-

vide medical documentation 

in a timely manner.  While 

the court noted the request 

for a physician note was rea-

sonable, the brief three-day 

period was not, citing a fif-

teen-day certification period 

as reasonable.  Employers 

should examine their own 

certification periods to deter-

mine if they are too brief to 

meet FMLA standards. 

The Family and Medical 

Leave Act (“FMLA”) places 

many restrictions on employ-

ers seeking to control abuses 

of intermittment leave.  To 

curb abuses, employers often 

require physician notes that 

verify an employee’s absence 

is covered by FMLA. 

A recent case, Smith v. Call-

Tech Communications, LLC  

examined this practice . In 

Smith, an employee’s chronic 

depression qualified her for 

intermittent FMLA leave. The 

employer used an atten-

dance point system that re-

“Significant 

changes in both 

the ADA and the 

FMLA effective 

in 2009 need to 

be reflected in 

an updated 

version of the 

employee 

handbook”  
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The potential impact of the 

health care reform legislation 

currently being debated in 

Congress is far-reaching. 

While it is impossible to 

gauge its exact conse-

quences, some of the issues 

being debated affecting em-

ployers include: 

(1) Elimination of pre-existing 

conditions. 

(2) Penalties for employers 

not offering “basic” coverage. 

(3) Extended coverage con-

tinuation for dependent chil-

dren up to age 26. 

(4) Extension of COBRA cov-

erage beyond current limits 

for those laid off or experi-

encing death, divorce, or 

separation.  

(5) Penalties for employers 

not offering coverage to em-

ployees.  

(6) Limiting of ERISA pre-

emption. 

(7) Elimination of cost-

sharing of preventative care.  

(8) Taxing of employer-

sponsored health care plans. 

(9) Prohibition of using health 

FSAs to pay for over-the-

counter medicines. 

Please stay posted for up-

dates as health care reform 

proposals continue to move 

through the legislative proc-

ess. 

I M P A C T  O F  P R O P O S E D  H E A L T H  C A R E  R E F O R M  
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age, or fact of a current dis-

ease or disorder. Genetic 

information an employer 

maintains must be kept con-

fidential. 

The Equal Employment Oppo-

ertunity Commision (“EEOC”) 

issued proposed GINA regula-

tions in May 2009, with final 

regulations expected soon. 

The proposed regulations 

apply to treatment of pro-

spective, current and former 

employees. 

The EEOC gives background 

information on the act at 

http://www.eeoc.gov/policy/

docs/qanda_geneticinfo.html 

and notes that employment 

decisions affecting health 

insurance coverage of an 

employee may be affected by 

Title II of GINA. The Ameri-

cans with Disabilities Act 

(“ADA”) currently permits 

employers to obtain medical 

history or conduct genetic 

tests after an employment 

offer has been extended, so 

long as the same history and 

tests are required from all 

other similarly situated em-

ployees. GINA, once effective, 

will prohibit employers from 

obtaining such history and 

tests after extending a job 

offer, according to the EEOC.  

There are a few exceptions to 

GINA’s prohibition of use of 

genetic information in mak-

ing employment-related deci-

sions, though these excep-

tions do not permit discrimi-

nation. Exceptions include 

inadvertent acquisition or 

disclosure and FMLA compli-

ance.  

State laws may already have 

provisions similar to those of 

GINA, though state laws can-

not offer less protection than 

GINA’s standards.  State laws 

may apply to employers with 

fewer than fifteen employees.  

The Genetic Information Non-

discrimination Act (“GINA”)  

Title II employment-related 

provisions become effective 

Nov. 21, 2009, and apply to 

employers with fifteen or 

more employees.  

GINA was enacted in recogni-

tion of advances in genetic 

research and technology, and 

seeks to prevent genetic 

information from being ac-

quired, used, or disclosed by 

employers and health insur-

ers against those with dis-

eases and disorders. 

GINA’s Title II does not permit 

employers to refer to “genetic 

information” when making 

employment-related deci-

sions such as hiring, promot-

ing, firing, and setting terms 

of employment. Genetic infor-

mation does not include tests 

for drug or alcohol use, nor 

does it include information 

relating to an individual’s sex, 

“GINA’s Title II does 

not permit 

employers to refer 

to ‘genetic 

information’ when 

making 

employment 

related decisions 

such as hiring, 

promoting, firing, 

and setting terms of 

employment” 
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The Health Information Technology for Eco-

nomic and Clinic Health (“HITECH”) Act enacted 

as part of the American Recovery and Reinvest-

ment Act of 2009 (“ARRA”) included provisions 

concerning protection of health information.  

The Department of Health and Human Services 

(“DHHS”) recently issued interim final regula-

tions, addressing HITECH’s requirement that 

entities covered by HIPAA (such as health care 

providers, health plans, and others) give notifi-

cation to individuals when their unsecured pro-

tected health information (“PHI”) is “breached.” 

These regulations took effect Sept. 23, 2009. 

The regulations offer guidance for entities sub-

ject to HIPAA (“covered entities”) as to how to 

appropriately maintain, hold, record, and dis-

close “unsecured PHI.” PHI is defined by HI-

TECH’s regulations as it is in HIPAA: “individually 

identifiable health information held or transmit-

ted in any form or medium by HIPAA covered 

entities and business associates.” 

When a breach of PHI occurs, and whether noti-

fication must be given as a result of that 

breach, is clarified by the new regulations. Not 

all violations of HIPAA’s privacy guidelines 

amounts to a breach. If a breach occurs, it must 

be determined whether the breach initiates 

HIPAA’s notice requirements.  

The interim final regulations find a breach only if 

access to PHI constitutes “a significant risk of 

financial, reputation, or other harm to the indi-

vidual.” To determine if a breach qualifies as a 

significant risk, the final interim rules require 

covered entities conduct a risk assessment. 

When conducting a risk assessment to deter-

mine if impermissible PHI disclosure or use 

caused significant harm resulting in a breach, 

covered entities and business associates 

should evaluate: (1) who impermissibly used the 

information; (2) to whom was the information 

disclosed; (3) is the impermissibly accessed PHI 

returned before inappropriately used; (4) does 

the type and quantity of the PHI create a signifi-

cant risk of harm to reputation and/or fi-

nances; and, (5) were immediate steps taken 

to mitigate the impermissible use or disclo-

sure? 

If the breach poses significant harm requiring 

notification, notification to affected individuals 

must be prompt. If a breach affects 500 or 

more individuals, the DHHS secretary and the 

media must be alerted of the breach. For 

breaches affecting fewer than 500 individuals, 

those breaches will be reported annually to the 

DHHS secretary. If a breach is found by a busi-

ness associate of an entity covered by HIPAA 

and HITECH, the business associate must give 

notice of the breach to the covered entity. 

Exceptions to the requirement of giving notice 

of a breach of PHI include (1) inadvertent dis-

closures, occurring when PHI is disclosed from 

one person authorized to access PHI to an-

other authorized person working at the same 

covered entity or business associate; (2) unin-

tentional acquisition, access or use of PHI in 

good faith and scope of authority by a 

“workforce member” acting under authority of 

a covered entity or business associate; and (3) 

situations where the holder of disclosed PHI 

would not reasonably have been able to retain 

the information, such as receipt of PHI by the 

Post Office due to PHI being sent to a wrong 

address. 

Prior to the publication of the interim final 

regulations, DHHS issued guidance in April 

2009 on how PHI can be secured and which 

technologies are appropriate under the HITECH 

Act.  This information is expanded upon in the 

interim final regulations as well. DHHS indi-

cates that PHI is secured through destruction 

and encryption. Redaction is not sufficient. If 

encryption is used, encryption keys must be 

safeguarded on a piece of equipment that is 

separate from data being encrypted. 

Employers must act swiftly to comply with HI-

TECH’s new guidance.  

H I T E C H  B R E A C H  R E G U L A T I O N S  R E L E A S E D  

“When a ‘breach’ 

of PHI occurs, 

and whether 

notification must 

be given as a 

result of that 

breach, is 

clarified by the 

new interim final 

regulations”  
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President Barack Obama issued an ex-

ecutive Order shortly after taking office 

on January 30, 2009, requiring govern-

ment contractors notify employees of 

their right to form and join labor unions 

under the National Labor Relations Act 

(“NLRA”). Executive Order 13496 over-

turned previous Bush administration 

policies that required government con-

tractors to notify employees of the right 

to not join unions or contribute fees for 

union expenditures.  

To help employers apply the require-

ments of Executive Order 13496, the 

Department of Labor (“DOL”) issued 

proposed regulations on Aug. 3, 2009. 

The proposed regulations do not apply to 

collective bargaining agreement con-

tracts and contracts for purchases less 

than $100,000 (or the current simplified 

acquisition threshold). 

Generally, the proposed regulations sug-

gest that contracts with covered govern-

ment contractors include a statement of 

their obligation to notify employees of 

their right to form and join labor unions, 

recognizing that lack of compliance may 

result in contract cancellation. 

Contracts with covered government con-

tractors are also required to post a work-

place notice advising employees of their 

rights under the NLRA, per the proposed 

regulations. The proposed regulations in-

clude a model notice, which contains exam-

ples of how workers can exercise their 

rights under the NLRA, such as: (1) form, 

join, or assist a union; (2) bargain collec-

tively through a union to form contracts 

with the employer; (3) discuss terms and 

conditions of employment with co-workers 

or union; (4) take action with other co-

workers to improve working conditions; (5) 

strike and picket; and (6) choose not to do 

any of these activities, including joining or 

remaining a member of a union. 

The proposed notice includes listing ac-

tions taken by an employer or a union 

which are not permitted under the NLRB. 

According to the proposed regulations, the 

Office of Federal Contract Compliance Pro-

grams may commence compliance investi-

gations to guarantee notices are posted 

and covered contracts contain required 

language. 

    

Firm DescriptionFirm DescriptionFirm DescriptionFirm Description    

The Cicotte Law Firm is located in 

Kennewick, WA, and represents 

employers in several states in all 

aspects of benefits law, handling 

diverse employment, labor, tax and 

corporate matters.  

The Firm's practice covers all areas 

relating to employee benefits, in-

cluding designing “defined contribu-

tion-style” health plans (HRAs, 

HSAs, & FSAs), assistance with CO-

BRA, HIPAA, and ARRA issues, advis-

ing on fiduciary responsibilities, 

maintaining legal compliance with 

non-discrimination requirements, 

analyzing unusual benefit claims, 

representing employers in labor 

relations matters where pension or 

welfare benefits are involved, advis-

ing on the federal tax implications of 

complex benefits-related issues, 

and examining the ERISA status of 

compensatory arrangements. 

Other practice areas vital to corpo-

rate function available at the Firm 

include corporate formation, corpo-

rate compliance, negotiations, 

mergers and acquisitions, SEC com-

pliance, and HR liaison activities. 

The Firm is also able to assist com-

panies with licensing agreements, 

non-compete agreements, and non-

disclosure agreements.    

T H E  C I C O T T E  L A W  F I R M  ·  W W W . C I C O T T E L A W . C O M  

D O L  G U I D A N C E  O N  N O T I C E  O F  R I G H T  T O  O R G A N I Z E  


